
EXTEND YOUR ORGANIZATION’S 
IT SECURITY TO THE FRONT LINES

RICOH  
Cyber Security 
Awareness 
Training

Enable your employees to make 
smart security decisions everyday 
nvest where it matters 

Mitigate the risk of security breaches happening with 

comprehensive cyber security training and testing for your 

employees. Ricoh Canada is partnered with KnowBe4, 

the world’s largest integrated platform offering security 

awareness training and simulated attacks. Verizon 2022 Data Breach 
Investigations Report

Strengthen your IT infrastructure’s resilience against cyber threats.  
Today, your employees are frequently exposed to sophisticated phishing and ransomware attacks. 
Ricoh’s highly customizable training introduces cyber security awareness digestibly and impactfully, 
transforming employees into your first line of defence against today’s advanced threat actors.
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COMPREHENSIVE MODULE OPTIONS

Our robust suite of tools and services can be customized to the needs of your organization and 
individual learners:

UP-TO-DATE PROTECTION

The cyber security landscape is rapidly changing, requiring employees to stay on their toes and be aware 
of new and emerging threats. 

KnowBe4 is a dynamic platform that regularly updates content and features to ensure it’s relevant 
and engaging for all users. Get access to real new-school security awareness training that lower tiered 
platforms are not able to deliver.
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IT and Security Managers

• Ransomware simulators
• Master classes
• Demos
• Risk assessments

Board, VIPs and  
Executives

• Executive summaries
• Employee phishing test results
• Security assessment results

Staff

• Mini modules
• Quizzes
• Games, videos
• Phishing tests
• Security snapshots

Frequent clickers • Remediation training

RICOH Cyber Security Awareness Training
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WHAT YOU GET

With this new-school integrated platform, you can 
train and phish your users and see their Phish-prone 
percentage™. You can also monitor how their risk  
score improves over time and get measurable results.

Experience on-demand, interactive, and engaging 
training through the browser combined with  
unlimited simulated social engineering attacks  
through email, phone and text.

Ricoh offers a diamond-level package to deliver  
a full suite of features:

 

• Unlimited phishing security tests  
• Automated security awareness program  
• Security ‘hints and tips’  
• Training Access Level I  
• Automated training campaigns  
• Phish alert button  
• Phishing reply tracking  
• Active Directory integration  
• Industry benchmarking  
• Virtual Risk Officer™  
• Advanced reporting  
• Crypto-ransom guarantee  
• Training Access Level II  
• Monthly email exposure check  
• Vishing security test  
• Smart groups reporting  
• APIs  
• Security roles  
• Social engineering indicators  
• USB drive test  
• Priority level support  
• Training Access Level III 

LET RICOH HELP YOU TAKE A 
PROACTIVE APPROACH AGAINST 
CYBER THREATS

Save time on costly manual procedures and 
reviews. Enjoy peace of mind from knowing 
that your organization is protected so you 
can focus on other important aspects of your 
business.

Ricoh’s cyber security solutions are delivered 
by a cross-functional team of experts that will 
protect your network, data and end-users from 
the threat of cyber criminals.
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 “Phish-prone percentage” is a trademark of KnowBe4 Inc.
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Contact a Ricoh IT Services consultant today!

EMPOWERING DIGITAL WORKPLACES

WHY RICOH?

✓ 600+ customers nationwide

✓ Ricoh’s IT Services specialize in the  
    design, implementation, security,  
    and support of all infrastructure,  
    cloud and networking systems to  
    help you work smarter, faster and  
   more securely

✓ Dedicated IT solutions specialist  
    located across Canada

✓ Award-winning technology  
   combined with end-to-end  
   professional services and support

The greatest asset of a company, a country and  
the Earth itself is the imagination of its people. 
Through creativity and collaboration, people  
can improve the way communities live and work  
together. Ricoh strives to provide the right 
combination of technology, expertise and service  
to inspire and enable powerful transformation  
in your organization. 
 
Since our beginning in 1962, we’ve been on the 
forefront of workplace innovation. Back then, that 
meant creating the first office fax machine. Today, 
we’re empowering digital workplaces, which means 
connecting people to information, faster and more 
conveniently than ever before. We’ll help you to 
improve employee productivity, better serve your 
customers, and grow your business. As for tomorrow, 
that vision is already taking shape in our minds and 
labs. And as digital workplaces continue to change 
the way we work, our imagination will continue to 
help you work smarter.
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